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Abstract:
This study explores the strategic challenges faced by Islamic higher education institutions
in adapting to digital disruption in the context of the Industrial Revolution 4.0 and Society
5.0. The research aims to analyze how digital transformation management is implemented
in cyber-based Islamic universities, with a focus on expanding educational access and
strengthening global outreach. A qualitative approach with a case study design was used,
involving in-depth interviews, observations, and document analysis with institutional
leaders, academic staff, and students. The findings reveal that digital transformation is
achieved through an integrated management approach that includes strategic planning,
adaptive governance, and organizational change. Key implementations include digital
infrastructure development, management of online learning systems, and integration of
value-based digital literacy. The study emphasizes the importance of aligning
technological innovations with leadership commitment and institutional strategies to
uphold Islamic values. This research contributes to the field by providing a conceptual and
practical framework for digital transformation management, highlighting the need for
governance, leadership, and value-oriented strategies to ensure an inclusive and
sustainable transformation of higher education.
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Abstrak:
Studi ini mengeksplorasi tantangan strategis yang dihadapi oleh lembaga pendidikan
tinggi Islam dalam beradaptasi dengan disrupsi digital dalam konteks Revolusi Industri
40 dan Masyarakat 5.0. Penelitian ini bertujuan untuk menganalisis bagaimana
manajemen transformasi digital diimplementasikan di universitas-universitas Islam
berbasis siber, dengan fokus pada perluasan akses pendidikan dan penguatan jangkauan
global. Pendekatan kualitatif dengan desain studi kasus digunakan, yang melibatkan
wawancara mendalam, observasi, dan analisis dokumen dengan para pemimpin institusi,
staf akademik, dan mahasiswa. Temuan menunjukkan bahwa transformasi digital dicapai
melalui pendekatan manajemen terintegrasi yang mencakup perencanaan strategis, tata
kelola adaptif, dan perubahan organisasi. Implementasi utama meliputi pengembangan
infrastruktur digital, pengelolaan sistem pembelajaran daring, dan integrasi literasi digital
berbasis nilai. Studi ini menekankan pentingnya menyelaraskan inovasi teknologi dengan
komitmen kepemimpinan dan strategi institusional untuk menjunjung tinggi nilai-nilai
Islam. Penelitian ini berkontribusi pada bidang ini dengan menyediakan kerangka kerja
konseptual dan praktis untuk manajemen transformasi digital, menyoroti perlunya tata
kelola, kepemimpinan, dan strategi berorientasi nilai untuk memastikan transformasi
pendidikan tinggi yang inklusif dan berkelanjutan.
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INTRODUCTION

Technological disruption in the era of the Industrial Revolution 4.0 and the
transition toward Society 5.0 has significantly transformed the governance and
management of higher education institutions (Alojail & Khan, 2023; Shobri &
Jaosantia, 2025). The rapid advancement of digital technologies, such as artificial
intelligence, big data, and cloud computing, requires universities not only to adopt
technological innovations but also to redesign their managerial structures and
strategic orientations (Usman et al., 2023; Zhang & Chen, 2024). In this context,
digital transformation is no longer limited to technological adoption but
represents a comprehensive managerial process involving strategic planning,
governance restructuring, and the development of institutional digital capabilities
(Crusoe et al., 2024; Elia et al., 2024). Therefore, higher education institutions are
required to implement digital transformation management strategies that are
adaptive, integrated, and sustainable.

From a management perspective, digital transformation in higher
education is closely related to several key frameworks, including strategic
management, IT governance, and organisational change management. Strategic
management emphasises alighment between the institutional vision and digital
initiatives, while IT governance ensures that technology is used effectively and
accountably to support organisational objectives (Guerra et al., 2023; Lowry et al.,
2025). In addition, change management plays a crucial role in facilitating
organisational adaptation, particularly in transforming institutional culture,
leadership patterns, and human resource competencies (Butt et al., 2024; Hidayati
& Slamet, 2025). These perspectives highlight that successful digital
transformation depends not only on technological infrastructure but also on
governance quality, leadership commitment, and institutional readiness.

In the context of Islamic Higher Education Institutions (PTKI), digital
transformation presents more complex challenges. In addition to addressing
access inequality in Frontier, Outermost, and Disadvantaged (3T) regions, PTKI
must also address digital risks such as disinformation and the erosion of religious
moderation (Soraya et al., 2025; Umar et al., 2023). However, these challenges are
not merely social or technological issues, but are closely related to institutional
management policies, governance systems, and strategic decision-making
processes (Crawford & Jabbour, 2024; Soraya et al., 2025). This condition requires
PTKI to develop strategic digital governance models that integrate technological
advancement with value-based Islamic education.

Previous studies have examined various aspects of digital transformation
in higher education. For instance, Hidayatulloh & Afiyah (2025) demonstrate that
the use of big data analytics can enhance the quality of institutional decision-
making. Maslamah (2023) highlights that e-learning implementation in Islamic
higher education can expand access, although it remains limited in terms of social
interaction and value internalisation. Other studies also emphasise the importance
of integrating governance, digital literacy, and institutional strategies to address
the digital transformation (Hidayatulloh & Afiyah, 2025; Miiller et al., 2024).
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Despite these contributions, most studies tend to focus either on technological
implementation or its outcomes, rather than examining digital transformation as
a comprehensive management process involving governance, strategy, leadership,
and organisational change.

Furthermore, existing literature reveals both conceptual and contextual
gaps. Conceptually, there is still limited discussion of how digital transformation
management frameworks are systematically designed and implemented within
higher education institutions, particularly regarding the integration of governance
structures, digital strategies, and value-based transformation (Hadi & Sukandar,
2026; Hidayati & Slamet, 2025). In this context, studies focusing on fully digital
Islamic higher education institutions, such as cyber universities, remain relatively
limited (Abdullah et al., 2025; Eka Mayasari & Mutiara Yulia Effendi, 2024). This
is important because cyber universities operate within a fully digital ecosystem
that requires more complex management of digital resources, curriculum systems,
and academic quality assurance mechanisms compared to conventional or
blended institutions (Abdullah et al., 2025; Madyawati et al., 2023).

This study is positioned to address these gaps by examining digital
transformation management within the context of an Islamic cyber university. The
focus of this research is not to provide a normative or promotional description, but
to analyse how institutional policies, governance structures, leadership roles, and
organisational change processes are implemented to manage digital
transformation (Hadi & Sukandar, 2026; Nata et al., 2024). This approach enables
a more objective understanding of how digital ecosystems are developed and
managed within value-based Islamic higher education institutions.

Based on these considerations, this study aims to: (1) analyse the digital
transformation management model implemented in a cyber Islamic university; (2)
examine how governance, strategic management, and organisational change
processes support the development of a digital ecosystem; and (3) identify the
challenges and strategic opportunities in managing digital transformation to
expand inclusive access to Islamic higher education. This study argues that digital
transformation in Islamic higher education should be understood as a strategic
management process that integrates governance, technology, and Islamic values,
rather than merely as technological adoption. Therefore, this research is expected
to contribute to the development of a more comprehensive, contextually grounded
framework for digital transformation management in Islamic higher education.

RESEARCH METHODS

This study adopts a qualitative research design with a case study approach
to investigate the management patterns of digital transformation in an Islamic
cyber university context. The qualitative approach is chosen because it provides a
comprehensive, contextual understanding of complex organisational phenomena
by directly engaging participants in their natural environments (Henline-Hall,
2024; Saepurohman et al., 2025). The case study method is particularly suitable for
examining the dynamics of digital transformation management, especially when
the boundaries between organisational processes and their contextual
environment are not clearly defined (Holilah & Hajjaj, 2024; Mishra & Dey, 2022).
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The research was conducted at an Islamic cyber university, selected
purposively for its focus on digital transformation and relevance to the study's
objectives. The study involved 12 informants, comprising university leaders (3 at
the rectorate level), IT managers (2), lecturers (4), administrative staff (2), and a
student representative (1). This composition was intended to capture diverse
perspectives on policy formulation, system management, implementation
practices, and user experiences within the digital transformation ecosystem.

Data were collected using in-depth interviews, field observations, and
document analysis. The interviews focused on understanding managerial
perspectives and decision-making processes, while field observations provided
insights into the implementation of digital systems in academic activities.
Document analysis included reviewing institutional policies, digital
transformation roadmaps, academic regulations, and records of online learning
practices. To ensure data credibility, triangulation of sources and techniques was
applied (Lahman, 2024; Suhilmiati et al., 2024).

Data analysis followed an interactive model that involved data reduction,
display, and verification. Data reduction was achieved through coding and
thematic categorisation based on key management dimensions. The data display
was presented in narrative and analytical forms to facilitate interpretation, while
the verification process ensured consistency by comparing findings across
different data sources (Kabir, 2024; Nieman, 2023). To ensure the trustworthiness
of the research, the criteria of credibility, transferability, dependability, and
confirmability were applied (Li et al., 2025; Noble & Smith, 2025).

RESULTS AND DISCUSSION
Results

The findings of this study indicate that digital transformation is
implemented through an integrated management approach that forms a
comprehensive digital ecosystem within the institution. This ecosystem is
structured through interconnected components that collectively support the
development of a cyber-based Islamic higher education system. The results are
organised into four main thematic findings to present the evidence systematically
and in a structured manner.

Digital Governance and Infrastructure Management

The first finding shows that digital transformation is initiated through the
establishment of a structured digital governance system supported by integrated
infrastructure management. The institution has developed a centralised digital
architecture that connects academic and administrative services into a unified
system. This system integrates student admissions, learning processes, academic
administration, and library services within a single digital platform, enabling
seamless coordination across institutional units.

The infrastructure is supported by cloud-based computing systems,
distributed servers, and secure data networks, enabling real-time connectivity.
Integration mechanisms such as single sign-on (SSO) and application
programming interfaces (APIs) enable different systems to operate within a single
ecosystem without fragmentation. These mechanisms ensure efficient data
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exchange and reduce redundancy across institutional operations.

In addition, data management systems include backup features and
structured security protocols to ensure system reliability and sustainability. These
developments have improved institutional efficiency, strengthened coordination
among organisational units, and expanded access for users from various
geographic locations. The findings indicate that integrating infrastructure and
governance is central to supporting the digital transformation process.

Integrated digital
infrastructure

International
collaboration
based on digital

Learning
Management
System (LMS)

transformation

Integration of Modular learning
Islamic digital and
literacy microcredentials

Figure 1. Cyber Islamic University Model

Digital Learning Management System (LMS) Implementation

The second finding highlights the Learning Management System (LMS) as
the central platform for managing digital learning activities. The LMS supports
both synchronous and asynchronous learning processes, enabling flexible
interaction between lecturers and students. This system includes features such as
virtual classrooms, discussion forums, academic supervision services, and digital
assessment tools that facilitate structured learning processes.

The LMS is also integrated with supporting services such as digital libraries
and virtual learning resources, creating a comprehensive online learning
environment. These integrations allow students to access various academic
resources within a single platform, thereby enhancing learning continuity and
efficiency. The system is designed to accommodate different learning styles and
provide flexibility in accessing educational content.

Monitoring features embedded in the LMS allow academic activities to be
tracked continuously, enabling early identification of learning challenges and
performance gaps. Institutional data indicate increased student participation and
engagement, along with higher retention rates than under previous systems. This
finding shows that the LMS functions not only as a learning platform but also as a
management tool for controlling and evaluating academic performance.
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Organizational Transformation through Flexible Learning Models

The third finding demonstrates that digital transformation is accompanied
by organisational changes, particularly in the implementation of flexible learning
models. The institution adopts a modular learning system combined with
microcredential schemes, allowing learning to be structured into smaller and
measurable units that can be accumulated into formal academic credits. This
model provides learners with the flexibility to engage in education tailored to their
individual needs.

This system accommodates diverse learner profiles, including full-time
students, working professionals, and participants from non-traditional
educational backgrounds. This approach reduces structural barriers to accessing
higher education and allows broader community participation. The flexibility
offered by this model reflects a shift from rigid academic structures toward more
adaptive and inclusive systems.

Furthermore, adopting modular learning supports the development of a
lifelong learning environment within the institution. Learners can continuously
upgrade their competencies through short-term learning modules without being
constrained by conventional academic pathways. This finding indicates that
digital transformation also drives organisational adaptation in learning design and
institutional practices.

Integration of Islamic Values and Global Collaboration

The fourth finding shows that digital transformation is integrated with
value-based strategies and global engagement initiatives. The institution
incorporates Islamic digital literacy into its academic framework to promote
ethical awareness and responsible digital behaviour among students and
academic staff. This integration is implemented through structured programs,
such as courses, training sessions, and workshops, that focus on digital ethics.

These programs emphasise aligning technological practices with moral and
ethical values, particularly in maintaining integrity, accountability, and
responsible communication in digital environments. Findings from interviews
indicate that participants demonstrate increased awareness of ethical
considerations in the use of digital technology in academic contexts.

In addition, digital transformation has facilitated the expansion of
international collaboration through online-based academic activities, including
joint learning programs, virtual exchanges, and collaborative initiatives.
Institutional data indicate increased participation from international students and
broader academic engagement across countries. This finding shows that digital
transformation supports both internal value integration and external global
expansion.

Table 1. Summary of Digital Transformation Findings

Thematic Area Key Findings Impact
Digital Governance & Integrated systems, SSO, AP, Efficiency improvement and
Infrastructure centralized services wider access
LMS Implementation Digi’Fal l?arning platform with Increa‘sed engagement and
monitoring features retention
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Organizational Modular learning and Flexible learning and broader

Transformation microcredentials participation
Values & Global Islamic digital literacy and Ethical awareness and global
Collaboration international programs engagement

Discussion

The findings of this study reveal that digital transformation in Islamic
higher education extends beyond technological adoption; it is a comprehensive
managerial transformation that includes governance, systems, and institutional
practices. The integration of digital infrastructure, learning systems, flexible
learning models, and global collaboration demonstrates that digital
transformation is a systemic process (Paul et al., 2024; Zhang & Chen, 2024). This
alignment of technology and institutional management strategies is crucial for
ensuring coordination, efficiency, and sustainability within higher education
institutions (Gong & Ribiere, 2025; Herawati & Mukhsin, 2025). The study
highlights that successful digital transformation reshapes organisational
structures, necessitating adjustments in governance, leadership, and institutional
culture (Hidayati & Slamet, 2025; Reis & Melao, 2023).

From a theoretical perspective, these findings are framed by socio-technical
systems theory, which emphasises the interdependence between technological
systems and organisational elements. The study shows that implementing digital
infrastructure and learning management systems (LMS) is not just about technical
tools but also reshapes patterns of interaction, decision-making, and workflows
within the institution. This shift requires adjustments to governance mechanisms,
leadership roles, and institutional culture to support the digital transformation
process effectively (Hidayati & Slamet, 2025; Kolukuluri & Singh, 2023).
Additionally, strategic management and IT governance play critical roles in
guiding these digital transformation efforts, especially when integrating systems
such as SSO, APIs, and centralised platforms. Without proper coordination, digital
transformation risks becoming fragmented and ineffective (Chwitkowska-Kubala
et al., 2023; Plekhanov et al., 2023).

The study also makes significant contributions through organisational
transformation, particularly through the implementation of modular learning and
microcredentials. This transformation reflects change management principles, in
which the shift from traditional learning models to flexible, adaptive systems
requires not just structural changes but also a change in mindset and operational
practices. The findings support previous studies on lifelong learning systems and
flexible credentials as essential components for modernising higher education
(Alojail & Khan, 2023; Putra & Abdulhakim, 2025). Furthermore, the study
introduces the integration of Islamic digital literacy, which distinguishes this
model from general digital transformation practices. The incorporation of ethical
and normative principles into technological practices ensures that technology is
not only a tool for efficiency but also a medium for reinforcing institutional values
and shaping responsible behaviour (Elia et al., 2024; Nazari & Musilek, 2023).

The expansion of international collaboration through digital platforms
represents another contribution of this research. It demonstrates how digital
transformation enables Islamic higher education institutions to position
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themselves on the global academic stage. Digital platforms enable institutions to
engage in cross-border academic activities without physical constraints, thereby
enhancing institutional reach and participation in global knowledge networks
(Amin et al., 2025; Omol, 2024). This global integration underscores the importance
of digital transformation in advancing internationalisation, a critical aspect of
modern higher education.

In terms of implications, this study emphasises that digital transformation
should be approached as an integrated management process that combines
governance, technology, and organisational change. Institutions must strengthen
leadership capacities and strategic planning to ensure that digital initiatives align
with long-term goals. Moreover, integrating value-based approaches is essential
to maintain the ethical and cultural identity of Islamic higher education in the
digital era (Hadi & Sukandar, 2026; Shard et al., 2024). Digital transformation can
also serve as a tool to increase institutional inclusivity by offering flexibility that
allows broader participation from diverse learner groups, especially those facing
geographical and structural barriers. This aspect is crucial for addressing
longstanding access inequalities in higher education, particularly in regions with
limited infrastructure (Feliciano-Cestero et al., 2023; Ji et al., 2024).

However, the study has limitations, particularly its focus on a single
institutional context, which limits the generalizability of its findings. The reliance
on institutional data may introduce biases, especially when measuring
performance and impact. The study does not delve deeply into the experiences of
specific learner groups, which could provide valuable insights into the
effectiveness of digital transformation practices. Future research should broaden
the scope by comparing multiple institutions and examining digital
transformation processes in different contexts. Longitudinal studies would also be
beneficial to understand the long-term effects of digital transformation on
institutional performance and educational outcomes. Further exploration into the
integration of technology and value-based education is necessary to develop more
comprehensive models of digital transformation in Islamic higher education.

In conclusion, this study demonstrates that digital transformation in Islamic
higher education is a strategic, multidimensional process that integrates
governance, technology, organisational change, and value-based approaches. The
success of digital transformation depends not only on technological readiness but
also on institutions' ability to manage change, align strategies, and uphold their
core values in an increasingly digital world.

CONCLUSION

The key finding of this study is that digital transformation in Islamic higher
education is not simply a technological innovation but a comprehensive
managerial process that integrates governance, technology, organisational change,
and Islamic values. This research highlights the importance of aligning
technological advancement with ethical principles and long-term educational
goals. Scientifically, the study contributes by providing a contextual model for
digital transformation management in Islamic higher education, emphasising the
integration of socio-technical systems, strategic governance, and value-based
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education. However, the study is limited by its focus on a single institutional
context, which may limit the generalizability of its findings. Additionally, the
reliance on institutional data may introduce bias, and the experiences of diverse
student groups in digital learning environments were not fully explored. Future
research should aim to conduct comparative, longitudinal studies across multiple
institutions to assess the broader impact and sustainability of digital
transformation, explore the integration of emerging technologies such as artificial
intelligence, and deepen the study of Islamic digital literacy to address ethical
challenges in the digital era.
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