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Abstract: 

Digital transformation in Islamic education is no longer merely an option, 
but a necessity to maintain relevance in the era of cyber-pedagogy. This 
study aims to analyze the integration of digital technology in learning at 
Islamic educational institutions and its impact on curriculum innovation 
and teaching methods. Using a literature review method, data was 
collected from various reputable scientific literature indexed on the SINTA 
and Scopus platforms. The results indicate that digital transformation in 
Islamic educational institutions manifests through the implementation of 
cloud-based learning management systems (LMS), the use of interactive 
artificial intelligence (AI) media, and the digitization of Islamic 
educational materials. These innovations have successfully improved 
administrative efficiency, expanded access to learning resources, and 
increased student engagement. However, the main obstacles faced include 
digital infrastructure gaps between regions, limited technological 
competencies among teachers, and challenges in maintaining the 
authenticity of the internalization of moral values in a virtual setting. This 
study concludes that the success of digital-based Islamic educational 
innovation requires synergy between infrastructure readiness, the 
enhancement of educators’ cyber-pedagogy competencies, and a 
curriculum adaptation that strikes a balance between science and 
technology (iptek) and religious values (imtaq). 
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INTRODUCTION 

Digital transformation has reshaped the global education paradigm, 
driving a shift from conventional methods toward virtual learning environments 
a concept known as cyber-pedagogy. In the context of Islamic education, 
digitalization is no longer merely a supporting tool but an urgent necessity for 
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maintaining academic relevance in the Society 5.0 era. This demands that Islamic 
educational institutions from madrasahs to universities innovate their curricula, 
enhance educators’ digital literacy, and adapt their instructional strategies. The 
integration of technologies such as e-learning, artificial intelligence (AI), and the 
metaverse presents significant opportunities to expand access and enrich 
interactive learning experiences (Karmiza & Amirudin, 2026). 

Although promising, this transition presents complex cultural and 
technical challenges for the Islamic education ecosystem. Gaps in digital 
infrastructure and educators’ technological literacy remain major obstacles in 
various regions. Furthermore, cyber-pedagogy also carries the risk of distorting 
religious information, eroding moral values due to exposure to negative content, 
and reducing direct spiritual and social interaction. Therefore, digitalization in 
Islamic education must be implemented holistically; integrating technological 
skills with the strengthening of Islamic character and ethics (Puspita et al., 2026). 

Transformative Islamic education has a dual task: embracing cyber 
modernity to accelerate the transfer of knowledge, while simultaneously 
shielding students from the destructive impacts of the digital world. This article 
aims to analyze how digital transformation and cyber-pedagogy are implemented 
in Islamic learning innovations, as well as to examine strategic steps in 
addressing moral and technical challenges in the modern era (Hakim, 2025). 

The development of information and communication technology in the era 
of disruption has brought fundamental changes to various sectors, including the 
world of education. Digital transformation requires Islamic educational 
institutions, ranging from madrasahs to Islamic boarding schools, to undertake 
structural and cultural adaptations to remain relevant to the dynamics of the 
times. Currently, technology is no longer positioned merely as an additional tool 
(a tool), but has become a new ecosystem that influences the learning paradigm, 
learning culture, and the development of students’ spiritual values (Baqy & 
Jasiah, 2026). 

The digitization process brings a breath of fresh air through innovations in 
learning media based on Artificial Intelligence (AI), Virtual Reality (VR), and 
Learning Management Systems (LMS), which have proven effective in enhancing 
students’ motivation and understanding. This is supported by research showing 
that the integration of digital media can transform conventional methods into 
interactive learning that is more contextual and engaging for the digital 
generation. With the proper utilization of digital infrastructure, Islamic 
educational institutions can even significantly minimize institutional operational 
costs (Rahayu, 2024). 

Nevertheless, the transition toward the era of cyber-pedagogy is not 
without multidimensional challenges. Modern Islamic educational practices face 
classic issues such as the digital infrastructure gap and low levels of technological 
literacy (TPACK) among educators. Furthermore, the era of digitalization poses 
serious threats in the form of social media distractions, digital moral decay 
(cyberbullying), and the proliferation of disinformation that has the potential to 
degrade students’ moral character.  

Therefore, innovation in Islamic education is absolutely essential. The 
integration of cyber-pedagogy must go hand in hand with the cultivation of 
civilized character and the values of religious moderation. Islamic education must 
be able to produce a generation of Muslims who are intellectually capable, 
technologically literate, and spiritually resilient in the digital world. This article 
analyzes strategies for digital transformation and pedagogical innovation in 
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Islamic education as a comprehensive response to the challenges of the current 
era of cyber-pedagogy (Cholid et al., 2023). It makes a meaningful contribution 
to the modernization of Islamic Religious Education and provides 
recommendations on how to effectively integrate technology into the learning 
process in madrasahs and other Islamic educational institutions (Hosna et al., 
2026). 

The world of education is currently undergoing a fundamental paradigm 
shift due to the acceleration of digital transformation. Technological 
advancements are no longer viewed merely as supporting tools but have become 
the primary foundation for redesigning learning methods and environments. In 
the context of Islamic education, this transformation presents a dual challenge: 
on one hand, Islamic educational institutions (such as madrasahs and pesantren) 
must respond to the demands of globalization; on the other hand, Islamic 
spiritual values and moral character must be preserved as an ethical compass 
amidst the massive flow of information. Therefore, innovation through a cyber-
pedagogy approach is essential to address these challenges (Janah & Ristianah, 
2024). 

Digital transformation in Islamic education demands radical reform of 
learning models to make them more adaptive to the Society 5.0 era. One of the 
main challenges faced is how to integrate interactive learning technologies with 
the primary goal of Islamic education, namely character building (akhlakul 
karimah). Cyber-pedagogy emerges as a solution to this challenge by offering an 
integration of personalized cyber-based teaching methodologies with the 
reinforcement of values of religious moderation and digital ethics. Without 
targeted innovation, digitalization risks causing moral disorientation and the 
erosion of classical Islamic scholarly values among the younger generation 
(Harlina, 2024). 

Various previous studies have highlighted the importance of technology 
adoption in Islamic Religious Education (IRE), such as the use of hybrid learning 
models and the flipped classroom. However, the scientific literature over the past 
five years indicates a research gap regarding the optimization of the cyber 
ecosystem specifically designed based on an Islamic epistemological framework. 
Research from (Development of Islamic Education Management Based on Cyber 
Pedagogy) emphasizes that cyber-based Islamic education management requires 
continuous evaluation and redesign so that cyber-pedagogy methodologies do not 
merely adopt digital platforms but also humanize technology within a prophetic 
framework (Rahman, 2025). 

This article aims to analyze how digital transformation and cyber-
pedagogy can be integrated into the Islamic education system. Through this 
study, it is hoped that Islamic educational institutions will be able to transform 
into dynamic, relevant centers of excellence that remain rooted in prophetic 
values in the era of cyber-pedagogy (Rohim, 2025). The global education world is 
currently in a phase of technological disruption that has given rise to the cyber-
pedagogy paradigm. Islamic education, as an integral part of the national 
education system, is required not to be left behind by this change. The relevance 
of Islamic educational institutions such as madrasahs and pesantren is tested by 
their ability to adopt digital technology without losing their religious identity 
(Syamsuar & Reflianto, 2021). 

The Fourth Industrial Revolution and Society 5.0 have transformed the 
global landscape, including the education sector. Islamic education faces a dual 
challenge: on one hand, it must preserve traditional values (tafaqquh fiddin), and 
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on the other, it must adapt to technological advancements to avoid being left 
behind. Current major challenges include infrastructure gaps, limited digital 
literacy among educators, and the risk of moral degradation due to the unfiltered 
spread of information (digital distractions). The urgency of this transformation 
makes the integration of technology an absolute necessity for Islamic education 
to remain relevant to the character of Generation Z and Generation Alpha. 

Digital transformation is not merely a shift in learning mediums from print 
to computer screens. This process is transforming the way religious knowledge is 
constructed, distributed, and understood by Generation Z and Generation Alpha. 
The main issue that arises is the dichotomy between technological proficiency 
and the instillation of moral and spiritual values. Many Islamic educational 
institutions are stuck in administrative digitization but fail to innovate in the 
substance of learning methodologies (Suwardi et al., 2022). 

Therefore, an integrative approach is needed that bridges technological 
advancement with the authentic values of Islam. This article aims to map the 
patterns of digital transformation, analyze its forms of innovation, and formulate 
solutions to the challenges faced by Islamic educational institutions in the 
modern era. 
 
RESEARCH METHODS 

This article employs the library research method. The library research 
approach involves collecting data and information from various library sources, 
such as reference books, articles, notes, and various journals related to the issue 
under investigation (Sari & Asmendri, 2020).This method also includes a 
scientific or theoretical review of the culture, local widom, values, and norms at 
the research location. It entails searching for data sources or references, such as 
books, articles, journals, and other scholarly works. Scientific works by book 
authors, academics, intellectuals, and experts in intelligence, in this case, 
Artificial Intellegence and local wisdom, are used as literature for data collection. 
The literature selected as data sources becomes comprehensive study material for 
the researchers. Subsequently, a critical analysis of the selected data sources is 
conducted (Sugiyono, 2022). Systematically, the steps in this library research 
process can be seen in the following chart. 

 

 
Chart 1.1: Library Research Step 
 
From the chart above, it can be explained that the steps in literature 

research begin with a review of the literature, followed by data collection using 
concepts that will be determined in the research, then compiling existing 
concepts, and finally analyzing the data. 

The data collection stages are as follows: 1) Orientation stage, in which the 
researcher describes the collected data; 2) Reduction stage, in which the 
researcher reduces all information obtained in the first stage; and 3) Selection 
stage, after the researcher conducts an in-depth analysis of the data and 
information obtained, the researcher can construct the data obtained into a body 
of knowledge (Pratama & Handayani., 2025). 
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RESULTS AND DISCUSSION 
Accelerating Digital Transformation in the Islamic Education 
Ecosystem 

Digital transformation in Islamic education is not merely a mechanical 
process of replacing conventional methods with digital technology, but rather a 
form of institutional ijtihad in response to the dynamics of the times. Research 
findings indicate that digitization has transformed the management and 
governance of Islamic educational institutions, including pesantren and 
madrasahs, making them more transparent, accountable, and integrated through 
the utilization of management information systems. The Ministry of Religious 
Affairs of the Republic of Indonesia itself continues to drive this acceleration by 
integrating educational service data and streamlining information system 
applications, such as the pesantren digitization program. 

However, this transformation proceeds gradually and contextually. The 
integration of technology within madrasahs and pesantren does not eliminate 
essential values or the traditional scholarly culture of Islam; rather, it strengthens 
them. The use of Learning Management Systems (LMS), the digitization of 
classical Islamic literature (turats), and the use of interactive learning 
applications enable students to access materials from various parts of the world. 
The study also emphasizes that digital technology, when developed within the 
right ecosystem, does not focus solely on technical skills but can serve as a tool 
for da’wah and a medium to strengthen digital literacy and artificial intelligence 
with an Islamic perspective (Anwar & Latif, 2023). 

 
The Implementation of Cyber-Pedagogy in Islamic Religious 
Education 

In this era of disruption, the approach to Islamic Religious Education 
(IRE) is undergoing a paradigm shift toward cyber-pedagogy. This term refers to 
the integration of technology-based pedagogy designed to enhance the teaching 
and learning experience. Research conducted in various vocational schools and 
madrasahs indicates that cyber-pedagogy is implemented through several key 
approaches, namely: (1) the utilization of digital content such as electronic 
modules (e-modules), podcasts, and religious educational videos; (2) the 
implementation of blended learning and flipped classroom methods; and (3) the 
use of artificial intelligence (AI) and Deep Learning for more adaptive learning 
(Hidayat et al., 2024). 

Digital-based Islamic Education has proven capable of enhancing student 
interactivity and active participation. For instance, social media platforms such 
as YouTube, Instagram, and TikTok have transformed into effective channels for 
transmitting Islamic knowledge to Generation Z, provided they are accompanied 
by adequate digital guidance. Islamic Education teachers play a central role in 
this transformation, shifting their function from being the sole source of 
knowledge (teacher-centered) to becoming facilitators and creators of digital 
content. The implementation of this model requires teachers to possess strong 
Technological Pedagogical Content Knowledge (TPACK) competencies so that 
they are able to present religious material in a contextual and engaging manner 
without losing spiritual depth. (Hidayat & Fahmi., 2023). 

 
Challenges and Threats in the Era of Cyber-Pedagogy 

Although it offers a range of transformative opportunities, the 
implementation of cyber-pedagogy in Islamic education faces multidimensional 
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challenges. Findings from observations and literature reviews indicate that the 
primary obstacles frequently encountered include gaps in internet infrastructure, 
particularly in remote, frontier, and outlying (3T) areas, as well as uneven human 
resource readiness. Many teachers, especially in more traditional educational 
institutions, still face technological literacy challenges (Fauzi & Khadijah, 2022). 

In addition to technical infrastructure, epistemological and moral 
challenges are also in the spotlight. Islamic education is challenged to preserve 
its moral essence and spirituality amidst the onslaught of distorted information. 
Cyberspace is vulnerable to the dangers of cyberbullying, digital distractions, the 
spread of misinformation, and cyber-based radicalism. Exposure to extremist 
content online places the younger generation in a highly vulnerable position. This 
demands comprehensive supervision from educators and parents, as well as the 
provision of digital citizenship grounded in Islamic moral values (Suryani, 2021). 

 
Innovation Strategies to Address the Challenges of the Cyber-
Pedagogy Era 

To address these challenges, Islamic education requires adaptive and 
innovative strategies that align technological advancements with the principles of 
Sharia (maqashid al-sharia) and the tauhidic worldview. Based on a literature 
review, there are several pillars of innovation strategies that can be implemented 
by Islamic educational institutions: 1. Development of a Value-Based Digital 
Ecosystem: Islamic educational institutions must establish digital policies that 
are not only infrastructure-oriented but also focused on fostering students’ moral 
character. Technology is positioned as a means (wasilah), not an end in itself 
(ghayah). Integrating Islamic values into the design of digital curricula is crucial 
to ensure that learning remains relevant to the demands of the times without 
losing its religious roots. 2. Enhancing the Capacity of Teachers and Students 
(Religious Digital Literacy): Improving technical skills and digital literacy for 
educators and students is an absolute necessity. Training programs such as AI 
Teaching Power and practical artificial intelligence literacy need to be integrated 
into teacher training syllabi to help them adopt modern teaching methods such 
as gamification and Project-Based Learning (PjBL). With strong digital literacy, 
students are expected to be able to think critically and discern valid religious 
information. 3. Strengthening religious moderation in cyberspace: In response to 
the threat of cyber-radicalism, Islamic education in the digital age must actively 
promote the values of religious moderation (wasathiyah). Islamic Education 
(PAI) instruction can leverage technology to disseminate narratives of a peaceful, 
tolerant, and humanistic Islam in the digital realm, while equipping students with 
the ability to objectively analyze religious discourse. 4. Collaboration among 
stakeholders: The success of digital transformation requires synergistic 
cooperation between the government, educational institutions, religious leaders 
(kiai), and the community. Institutional support, including holistic technology-
based management reforms, will ensure the quality of inclusive and equitable 
Islamic education reaching even the remotest parts of the country (Firmansyah 
et al., 2023). 

Technological advancements have opened new possibilities in the 
relationship between teachers and students. The era of cyber-pedagogy demands 
that Islamic education not adopt a reactive or resistant stance toward technology, 
but rather an adaptive and selective one. The integration of technology into 
Islamic Education (PAI) instruction has proven effective when tailored to the 
needs of today’s digital generation. Innovative methods, such as the flipped 
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classroom and integrated approaches combining religion and science—such as 
collaborative research by madrasah students—serve as concrete evidence that 
science and technology can be harmonized with Islamic studies (Saputro, 2026). 

Through the right cyber-pedagogy model, Islamic education can produce 
a generation of Muslims who are not only spiritually and morally strong 
(tafaqquh fiddin), but also proficient in 21st-century skills. Challenges such as the 
digital divide and moral threats in the cyber world can be addressed through the 
strengthening of digital literacy and the instillation of ethical awareness in media 
use. Ultimately, digital transformation affirms that Islam’s universal values do 
not lose their relevance in the modern era, but rather find a new medium to be 
understood and practiced contextually.  
 
CONCLUSION 

Digitalization is not merely about transferring materials to a digital 
format, but about shifting the learning paradigm to a student-centered approach 
through the use of Learning Management Systems (LMS) and interactive media. 
Islamic education is required to adapt to cyber-based teaching methodologies, 
which enable learning without the constraints of time and space, while 
simultaneously fostering critical thinking skills in the information age.    

Digital transformation in Islamic education has proven capable of creating 
learning innovations that are more adaptive, efficient, and interactive. The 
success of these innovations is not measured by how sophisticated the devices 
used are, but rather by the effectiveness of technology in accelerating the 
understanding of religious knowledge while strengthening students’ religious 
character. The strategic steps that must be taken moving forward include the 
equitable distribution of digital infrastructure and digital literacy training. 

Digital transformation is not a threat to traditional Islamic values, but 
rather a tool for optimizing da’wah and the process of knowledge transfer. 
Innovation in Islamic education has been successfully realized through the 
renewal of teaching methods, the modernization of institutional management, 
and curriculum adaptation. For this transformation to be sustainable, Islamic 
educational institutions need to enhance the digital capabilities of their human 
resources (teachers/ustadz) and ensure equitable access to technological 
infrastructure. 

The greatest challenge in the digital age is moral degradation. Therefore, 
innovations in Islamic education must continue to uphold prophetic values and 
spirituality as a moral compass so that students possess digital intelligence 
accompanied by good character. The success of this transformation depends 
heavily on improving educators’ digital literacy as well as updating technological 
infrastructure within both Islamic boarding schools and madrasahs. 
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