
      301  

 

Journal homepage: https://ejournal.unuja.ac.id/index.php/jeecom 

Journal of Electrical Engineering and Computer (JEECOM) 
Vol. 7, No. 2 (2025), DOI: 10.33650/jeecom.v4i2  
p-ISSN: 2715-0410; e-ISSN: 2715-6427 

Analysis of Cybersecurity Awareness Among Social Media 

Users Among Teenagers Using Exploratory Factor Analysis 

(EFA) & Confirmatory Factor Analysis (CFA) Methods 

 

Sofia Angela1, Muhamat Maariful Huda2, Rizqi Darma Rusdiyan Yusron3 
1,2,3 Computer Science, Faculty of Exact Sciences, Nahdlatul Ulama University of Blitar 

1angelasofia170602@gmail.com, 2 hudha.maariful@gmail.com, 3rizqidarma.rusdiyanyusron@gmail.com 

 

Article Info  ABSTRACT 

Article history: 

Received Mey 26, 2025 

Revised  Juni 04, 2025 

Accepted Sept 17, 2025 

 

 Nowadays, security awareness is very important for social media users, 
especially teenagers. Many users become victims of cybercrime due to the lack 

of education about cybersecurity awareness. This case began with many 

complaints submitted by teenagers from SMP Negeri 2 Ngoro, one of whom 

was a victim of cybercrime on Instagram social media whose account was 
hijacked by unknown individuals. This also happens on WhatsApp social 

media where there are criminals who steal someone's identity to be used as a 

victim and commit fraudulent money transfers, credit and other fraud. The 

purpose of this study was to assess and ensure the level of cybersecurity 
awareness among the three most significant social media platforms in 

Indonesia, namely WhatsApp, Instagram, and TikTok. The Exploratory Factor 

Analysis (EFA) and Confirmatory Factor Analysis (CFA) methods were used 

to analyze the online survey data set. The EFA results obtained were 6.67% 
insignificant in one of the factors contained in the knowledge variable and 

93.33% EFA results stated significant. Meanwhile, the CFA calculation 

results obtained 80% results which were stated as Fit, indicating that the 

model accurately represented the data, 20% of the CFA calculation results 
stated Moderate Fit because they reflected values that were almost close to 

the fit value. 
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1. INTRODUCTION 

 
In this modern era, human life has been filled with various fields of advanced technology that make it easier for daily 

needs. Social media is one example of technological progress. Social media is an information tool that is needed in today's 

environment because it allows people to interact with each other from anywhere in the world [1]. With the development of 

this technology, almost all users forget about cybersecurity awareness which of course greatly affects activities in social 
media. But there are still many users who do not understand cybercrime on social media which results in cyber attacks 

being increasingly rampant on social media today. 

From the many complaints submitted by teenagers from SMP Negeri 2 Ngoro, one of them was a victim of cybercrime 

on Instagram social media. The victim's Instagram was hijacked by an unknown person then entered the victim's account 
and the perpetrators of the crime updated the status of things that were not good and not pleasing and the perpetrators of 

the crime made trouble by sending fraudulent messages to the victim's friends asking for a certain amount of funds to be 

sent to the perpetrators of the crime who claimed to be the owner of the victim's account. This also happens on WhatsApp 

social media where there are perpetrators of crime who steal someone's identity to be used as a victim and commit fraudulent 
money transfers, credit and other fraud. 

Exploratory Factor Analysis (EFA) and Confirmatory Factor Analysis (CFA) are two statistical methods used in 

factor analysis to understand the structure of relationships between variables [2]. Exploratory Factor Analysis (EFA) is a 
method used to explore data and identify factor structures without initial hypotheses. EFA is used to explore factor 

structures from previously unknown data. In cybersecurity awareness, EFA can be used to identify variables that contribute 
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to user awareness of cyber threats. For example, researchers can conduct EFA on survey data that measures aspects such 

as knowledge of cyber threats, attitudes toward cybersecurity, and personal experiences with cyber attacks. Confirmatory 

Factor Analysis (CFA) is used to test previously proposed models. CFA aims to confirm whether the data fits a 
predetermined model and test the construct validity of the measuring instrument. Based on the results of EFA, researchers 

formulate a conceptual model that shows the relationship between latent variables (for example: knowledge of cyber threats 

and attitudes toward cybersecurity). Protecting information, data, accounts, has become very important, especially for 

ourselves. Maintaining security for the sake of privacy that not everyone should know. Therefore, the use of cybersecurity 

technology is very important to protect valuable data, especially our own data [3]. 

This is due to the lack of awareness of the risks associated with cybercrime. In this study, researchers will observe 

and measure the level of awareness in terms of cybersecurity among adolescents at SMP Negeri 2 Ngoro by examining the 

factors of awareness, knowledge, and habits that are often carried out when interacting with cyberspace. This study was 
motivated by the lack of knowledge about cybersecurity. Based on these problems, researchers will observe and measure 

the awareness of adolescents at SMP Negeri 2 Ngoro towards cybersecurity by analyzing factors of awareness, knowledge, 

and habits that are often carried out when interacting with cyberspace. This study aims to determine the level of 

cybersecurity knowledge awareness among adolescent social media users and their behavioral patterns and to identify and 
measure the level of cybersecurity awareness among adolescent social media users, to find the main factors that shape 

cybersecurity awareness among adolescents in using social media, through exploratory factor analysis (EFA), to test the 

validity and reliability of the factor structure using confirmatory factor analysis (CFA), the level of cybersecurity awareness 

among adolescents, to provide recommendations for strategies to increase cybersecurity awareness among adolescents 
based on the results of factor analysis and confirmation models. Meanwhile, the benefits of this study are to broaden 

understanding of cybersecurity, increase awareness of cybersecurity and be able to use social media wisely so that problems 

such as hacking, spreading hoax news, hate speech, cyberbullying, and so on can at least be reduced in the future. 

 

2. LITERATURE REVIEW 

 
 Previous research by Raja Rizky Riyandhika (2020) explained how cybersecurity awareness is among social media 

users, from the results of the study it was found that students in Indonesia already have knowledge and awareness of 

cybersecurity which is quite high, but the level of knowledge and awareness that is quite good is still influenced by 

demographic factors owned by each student in Indonesia. Factors that influence cybersecurity awareness among students 
in Indonesia are Age, Gender, Pocket Money and Domicile of each student. Also the factor of Education Level and Type 

of College, there is no influence whatsoever on the knowledge and awareness of cybersecurity of students in Indonesia [4]. 

 This study will analyze adolescent awareness and lack of awareness of cybersecurity in using social media that is 

currently trending, the EFA method is used first to identify latent factors underlying the variables being measured, while 
CFA is used to confirm the factor structure that has been found through EFA. This approach is common in research and 

measurement of cybersecurity awareness so that the instruments used are valid and reliable. This study focuses on 

supporting variables such as Knowledge Variables, Action Variables and Attitude Variables. 

 From the problems above, this study was conducted in order to help many people, one of whom is among teenagers 
who often use social media WhatsApp, Instagram, and TikTok for their needs. This study aims to analyze awareness among 

teenagers towards cybersecurity in order to avoid the threat of cybercrime. And another goal is to find out various factors 

that can influence the level of cybersecurity awareness in social media users among teenagers at SMPN 2 Ngoro. 

 Many studies use EFA & CFA methods separately, for example EFA & SEM methods, CFA & SEM methods, do 
not combine EFA & CFA methods in detail. EFA without being continued with CFA according to researchers is still lacking 

because the construct validity has not been confirmed. This causes limitations in ensuring that the factors found are truly 

stable and can be generalized. There has been no study that specifically measures adolescent cybersecurity awareness in 

Indonesia using a valid and empirically tested EFA-CFA approach so that researchers use both methods. 
 

EFA (Exploratory Factor Analysis) 

The Exploratory Factor Analysis (EFA) method is a statistical methodology used to determine the latent structure 

of data consisting of many variables [5]. Exploratory Factor Analysis (EFA) is a form of factor analysis used to determine 
the relationship between independent variables in the development of a construct. Exploratory Factor Analysis (EFA) is 

used when researchers are unsure about the appropriate grouping of variables for a hypothesis. The absence of information 

about the grouping of variables usually results in a lack of knowledge about the latent variables or factors needed. 

Researchers are allowed to decide the number of components to be used in the study[6]. The loading factor value indicates 
the extent to which a variable can contribute to a particular factor in the EFA technique. The loading factor value indicates 

the level of relationship between the established factor and the variable. Higher loading factor values more significantly 

affect the grouping of each variable. 
In this study using EFA in the analysis of cybersecurity awareness because of its ability to identify and group the 

main factors that shape awareness, reduce data complexity, validate constructs, and support further statistical analysis for 

a deeper and more accurate understanding of the phenomenon of cybersecurity awareness.  

In other studies, problems arise when EFA results are not explored in depth. Sometimes, EFA is only used as a 
"black box" to generate factors, without a rich interpretation of the theoretical implications of item grouping. In addition, 

EFA assumptions are often not considered critically. This makes researchers interested in exploring using the CFA method. 

 

CFA (Confirmatory Factor Analysis) 
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According to the researcher, other studies require confirmatory factor analysis (CFA) in instrument development 
as a better validity test tool than relying on EFA alone. Thus, research that integrates EFA and CFA can make a significant 

contribution to the development of valid and reliable instruments and strengthen the theoretical basis in various research 

fields. This emphasizes the urgency and relevance of research that uses both factor analysis approaches. 

Confirmatory Factor Analysis (CFA) is a statistical technique used to evaluate the construct validity of a model, 
especially in the analysis of cybersecurity awareness [7]. Confirmatory Factor Analysis (CFA) is one of the statistical 

techniques used to evaluate the factor structure of a set of specific variables. The purpose of CFA is to assess the extent to 

which the factor structure explains the relationship between variables. In this case, CFA facilitates the formulation and 

assessment of hypotheses, along with the evaluation of the measurements taken [8]. CFA includes two categories of 
variables: latent variables (unobserved variables) and manifest variables (observed variables). 

The difference between manifest and latent variables is that manifest variables can be measured directly, while latent 

variables are structures that cannot be measured [9]. 

In this study, the CFA method was used because the CFA method is a strong and appropriate method for analyzing 
cybersecurity awareness because it rigorously tests and validates the measurement model, ensures that the construct is 

reliable and valid, and supports the analysis of factors that influence complex and theory-driven awareness. 

 

Population 

Population is the entire group to be studied at a certain place and time, based on characteristics that have been 

selected by the researcher. The population will provide research data. Therefore, researchers will choose the target 

population according to their objectives [10]. An area or region is said to be populated if there are a number of people living 

there. Population also means a group of people, objects, or entities that can be used as a basis for sampling. Population can 
be used to collect statistics. Based on this, this group has characteristics that are equivalent to the conditions for solving 

research problems [11]. 

 

Cybersecurity 

Cybersecurity is still a matter of debate and may have many meanings. Before engaging effectively, it is important 

to have a solid understanding of cybersecurity [12]. Cybersecurity comes from the terms cyber and security. Cyber refers 

to cyberspace or the internet, while security means protection. Therefore, the basic concept of cybersecurity is cyber 

protection. Cybersecurity encompasses the identification, mitigation, and reduction of risks associated with cyber threats 

and attacks, as well as any and all activities that have the potential to compromise the security of cyber system components, 

such as hardware, software, data, and infrastructure[13]. Cybersecurity awareness refers to an individual's ability to apply 

security measures when using internet network platforms, as well as having an understanding of the importance of ensuring 
the security of personal and organizational information in that context [14]. 

Understanding cybersecurity awareness is essential for businesses, companies, and individuals who utilize the 

internet to reduce disruptions, cyber threats, and attacks that may occur at any time. Increasing an individual's understanding 

of cybersecurity, including maintaining the security of personal information and ensuring the security of devices through 
password protection, can significantly reduce the dangers of disruptions, threats, and attacks on something. Previous studies 

have shown that while one has taken important initial steps in cybersecurity awareness, major challenges remain, especially 

in terms of social media. Cases of major data breaches and increasing cyberattacks underscore the urgency of further 

research to strengthen cyber resilience. 
 

Social Media 

Social media is essentially the most advanced development of new web technology based on the internet. This 

particular technology makes it easy for individuals to connect, participate, share, and build networks online, and also allows 
individuals to broadcast their own material [14]. 

It can be concluded that users of social media platforms use these platforms as a way to engage in social activities in 

the realm of cyberspace. In a broad sense, the operation of social media platforms is no different from computers. Just as 

computers are able to build systems, social media is able to create systems between individuals and society. 
The three components of socialization related to social media are introduction, communication, and cooperation. The 

way users interact with social media platforms can have both positive and negative effects, depending on the nature of the 

social media platform itself. 

In this study, researchers used the first social media, namely WhatsApp. WhatsApp is an application that is already 
very well known in Indonesia and throughout the world, it is currently one of the most widely used applications. This 

application offers many functions that can help us communicate long distance or for business matters. WhatsApp provides 

many advantages in communicating, but WhatsApp is also often used by online criminals, such as WhatsApp Fraud [15]. 

The second social media used in this study is Instagram. Instagram is one of the social media platforms that is widely used 
and talked about by many people. The Instagram application provides a platform for its users to upload their pictures and 

videos. Users can show what they are doing and provide instructions about the places they are visiting, just like when they 

communicate or share information. However, in the case of cybersecurity awareness, we need to be aware so that we as 

users of Instagram accounts are not easily hijacked by others [16]. Finally, researchers use social media Tik Tok as a 
research. Tik Tok is one of the most widely used social media today. You can find some public reactions that fall into the 

neutral, negative, or positive categories. The application admits that there is a negative impact on TikTok, considering the 

large number of underage users. Because users can rate videos uploaded in the comments section of the application, bullying 

and narcissism are the negative impacts. Users are allowed to use any language in the comments section, but this does not 
change the fact that the comments are offensive and even target the video uploader, leading to bullying [17]. 
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The impact of social media is still high and the lack of cybersecurity education requires further research to develop 

strategies to increase awareness and user protection. The lack of education about cybersecurity causes many social media 

users to become victims of cybercrime such as the spread of hoaxes, hate speech, and cyberbullying. The rapid development 
of social media has both positive impacts and significant risks to user security and safety. 

 

3. RESEARCH METHODS 

 

This research was conducted in stages by utilizing the specified method. The stages of the research are as follows: 

Literature Review 

The literature review in this study is a critical analysis of relevant materials used to develop a theoretical framework 
and support the research approach. This process involves collecting, evaluating, and synthesizing information from many 

sources, such as books, journals, and scientific articles. Literature reviews help researchers understand the context of the 

problem and find new ideas. This methodology also includes inclusion and exclusion criteria for selecting appropriate 

literature and analysis techniques for drawing conclusions from the data that has been collected. 
 

Observation & Interview  

Research steps in collecting information or data on adolescents of SMP Negeri 2 Ngoro by means of observation 

conducted on adolescents in grades 7 and 8. This observation was carried out by filling out a questionnaire with questions 
about cybersecurity awareness. The questionnaire was designed based on three main dimensions of information security 

awareness, namely knowledge, attitude, and behavior. Questions were made using a Likert scale (Strongly Agree to 

Strongly Disagree) to measure the level of awareness quantitatively. The focus of the questions covered important aspects 

such as password security, wise internet use, device security, incident reporting, and awareness of the consequences of 
actions in cyberspace. The questionnaire was distributed online through digital survey platforms such as Google Form and 

WhatsApp social media to facilitate access and data collection. Respondents filled out the questionnaire independently, 

answering questions that had been prepared according to the specified scale. The next stage was an interview with direct 

questions and answers about the research. 
 

Determination of Research Design 

a. Type of Research 

Descriptive Quantitative: Using a questionnaire to collect data from respondents of students of SMPN 2 Ngoro and 
analyze their level of awareness. Through surveys or questionnaires, the quantitative approach allows data collection from 

a population or sample sufficient to allow generalization of the study findings to a larger population. With quantitative data, 

analysis can be conducted using objective and measurable statistical techniques such as EFA and CFA, which facilitate the 

identification of factors that influence cybersecurity awareness systematically. 
 

b. Research Design 

Questionnaire Survey: To measure awareness and knowledge through structured questions. Here are some questions 

regarding cybersecurity awareness analysis : 
1. I understand the characteristics of a strong password. 

2. I recognize the need for periodic password updates. 

3. I know about two-factor authentication (2FA). 

4. I am aware of the sexual content of the video. 
5. I understand the act of taking over someone else's content. 

6. The action I took was that I implemented a strong password. 

7. The action I will take is that I will implement periodic password changes. 

8. The action I will take is that I will implement two-factor authentication (2FA) for all social media logins. 
9. Actions I take to access pornographic video content. 

10. The action I took was that I took over someone else's content. 

11. How important do I feel it is to use a strong, different password for each account. 

12. How important is it for me to be aware of the dangers & risks of cybercrime. 
13. How important is it for me to be aware of not being easily fooled by hoax news. 

14. How important is it for me to be aware not to spread fake news. 

15. How important is it for me to be aware of not doing cyberbullying. 

 
Research Location and Time 

This research will be conducted at SMP Negeri 2 Ngoro located at Dsn. Sugo, Ds. Tambakrejo, Kec. Ngoro (61385), 

Kab. Mojokerto. The time used by researchers for this research is planned to be carried out in December 2024. 
 

Research Population and Sample 

Adolescents at SMPN 2 Ngoro who are active on social media and aged between 13 and 15 years are the research 

population for the analysis of cybersecurity awareness using the EFA and CFA methods. Researchers used a sampling 

strategy involving an online survey distributed to SMPN 2 Ngoro students via WhatsApp groups. This was done after 

researchers determined the size of the population. The sampling of 100 questionnaires for cybersecurity awareness analysis 

is based on several reasons: 
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1. Representative: A sample of 100 respondents is considered representative enough for a large population, exceeding 
the minimum limit of 30 respondents suggested by various experts. 

2. Data Validity: Collecting data from various respondents allows researchers to identify differences in awareness 

analysis. 

3. Time Efficiency: Using 100 respondents allows for faster data collection compared to larger samples. 
 

This study aims to understand the factors that influence cybersecurity awareness through primary data collection from 

questionnaires distributed online. 

 
Analysis test using the Exploratory Factor Analysis (EFA) Method 

In the analysis of cybersecurity awareness, EFA can help group factors that influence user awareness of cybersecurity, 

especially among social media users. 

 
Analysis test using the Confirmatory Factor Analysis (CFA) Method 

This method allows researchers to determine the extent to which the measured variables are in accordance with existing 

theories. The following are the steps and relevant results of the application of CFA in the analysis of cybersecurity 

awareness. 
 

4. RESULTS AND DISCUSSION 
 

The data collected came from a questionnaire distributed to students of SMPN 2 NGORO. The results of this questionnaire 

were then collected and processed into raw data that would be used in the next procedure. The data was collected from 100 

respondents with the following information: 

1. Age 

From the data obtained, there is a range of respondents' ages: 

• 11 years old: 4 respondents 

• 12 years old: 20 respondents 

• 13 years old: 31 respondents 

• 14 years old: 36 respondents 

• 15 years old: 9 respondents 

 
Figure 1. Pie Chart of Respondents' Age 

2. Gender 
From the data obtained, there were 34% male respondents and 66% female respondents. 

 
Figure 2. Pie Chart of Respondents' Gender 

 

 

3. Domicile 

From the respondent data obtained, there are 19% of respondents who live in the northern part of Ngoro, there are 19% of 

respondents who live in the southern part of Ngoro, there are 18% of respondents who live in the western part of Ngoro, 
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there are 41% of respondents who live in the eastern part of Ngoro, there are 3% of respondents who live outside the Ngoro 

area. 

 
Figure 3. Pie Chart of Respondents' Domiciles 

4.  Class 

From the respondent data obtained, there were 54% of respondents from class 7, and 46% of respondents from class 8. 

 
Figure 4. Pie Chart of Respondents' Class Origin 

 

5.  Social media 

The social media used were taken from the 3 most widely used social media platforms, namely WhatsApp, Instagram, and 

Tik Tok. Based on the data obtained, 100% of respondents use WhatsApp. 85% of respondents are Instagram users, 15% 

are not Instagram users. And 83% of respondents are Tik Tok users, 17% are not Tik Tok users.  

 
Figure 5. WhatsApp User Pie Chart 

 
Figure 6. Instagram User Pie Chart 

 

Figure 7. Tik Tok User Circle Diagram 

In data collection there are several variables that support the process of filling out the questionnaire. The supporting 

variables are as follows: 

Table 1. Supporting Variables Table 
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Variable Symbol Indicator 

Knowledge 
Variable 

P1 I understand the characteristics of a strong password. 

P2 I recognize the need for periodic password updates. 

P3 I know about two-factor authentication (2FA) 

P4 I am aware of the sexual content of the video. 

P5 I understand the act of taking over someone else's content. 

Action Variable 

T1 The action I took was that I implemented a strong password. 

T2 The action I will take is that I will implement periodic password changes. 

T3 
The action I will take is that I will implement two-factor authentication (2FA) for all social 

media logins. 

T4 Actions I take to access pornographic video content 

T5 The action I took was that I took over someone else's content. 

Attitude Variable 

S1 How important do I feel it is to use a strong, different password for each account 

S2 How important is it for me to be aware of the dangers & risks of cybercrime 

S3 How important is it for me to be aware of not being easily fooled by hoax news 

S4 How important is it for me to be aware not to spread fake news 

S5 How important is it for me to be aware of not doing cyberbullying 

   

EFA (Exploratory Factor Analysis)  

Questionnaire data testing 

• Kaiser-Meyer-Olkin (KMO): Calculate the KMO value to ensure that the data is suitable for factor analysis. The KMO 

value should be more than 0.5, and ideally more than 0.7. The results of all variables except variable P5 show that the 

KMO results in EFA are significant, because the results in variable P5 are less than the standard KMO value [18]. 

Table 2. KMO Calculation Table 

Kaiser-Meyer-Olkin Test       

 

VARIABLE MSA RESULTS 

P1 0.753 Significant 

P2 0.778 Significant 

P3 0.759 Significant 

P4 0.515 Significant 

P5 0.495 Not Significant 

T1 0.848 Significant 

T2 0.721 Significant 

T3 0.794 Significant 

T4 0.526 Significant 

T5 0.533 Significant 

S1 0.908 Significant 

S2 0.840 Significant 

S3 0.868 Significant 

S4 0.833 Significant 

S5 0.776 Significant 

   

• Bartlett's Test of Sphericity: Perform this test to ensure that there is a relationship between variables. Significant 

results (p < 0.005) indicate that the data can be analyzed further. The results of the Bartlett's Test of Sphericity 

calculation obtained significant results [18]. 

Table 3. Bartlett's Test Table 

Bartlett's Test  

 

Χ² df p Hasil 

731.145 105.000 < 0.001 Signifikan 

    

• Parallel Analysis  or Scree Plot. This helps in determining how many factors significantly explain the variance 

in the data. 
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Figure 8. EFA Scree Plot 

• Factor Loading: Review the factor loading of each item. Items with loadings above 0.4 are usually considered 

significant and can be considered for inclusion in the final model [18]. 

Table 4. Factor Loading Table 

Factor Loadings (Structure Matrix)  

 

Variable Factor 1 Factor 2 Factor 3 Results 

P1   0.752   Significant 

P2  0.737  Significant 

P3  0.436  Significant 

P4   0.902 Significant 

P5   0.363 Not Significant 

T1 0.630   Significant 

T2  0.629  Significant 

T3  0.543  Significant 

T4   0.627 Significant 

T5  0.414  Significant 

S1 0.576   Significant 

S2 0.717   Significant 

S3 0.872   Significant 

S4 0.838   Significant 

S5 0.731     Significant 

  
 
 

 

The EFA result of 6.67% was not significant because there was 1 out of 15 variables that produced less than the 
standard value, namely the knowledge variable. 14 out of 15 other variables obtained a significant EFA result of 93.33% 

because their wealth had met the standard value of the EFA method. 

 

CFA (Confirmatory Factor Analysis) 

 

1.Chi square 
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Tabel 5. Tabel Chi-square test 

Chi-square test  

Model Χ² df p 

Baseline model  784.771  105     

Factor model  417.150  90  < .001  

Note. - 

 

2. Goodness of fit test 
 

GFI 

Goodness-of-Fit Index (GFI) is one of the model fit measures used in Confirmatory Factor Analysis (CFA) to evaluate 

how well the hypothesized model fits the observed sample data[19]. GFI measures the proportion of variance and 
covariance in the sample covariance matrix that can be explained by the analyzed model. In the CFA goodness of fit test, 

the result was 0.613 which is said to be Fit where the result meets the GFI standard value. 

 

TLI  

Tucker-Lewis Index (TLI), also known as Non-Normed Fit Index (NNFI), is one of the fit indices used in 

Confirmatory Factor Analysis (CFA) to evaluate how well the hypothesized model fits the observed data[19]. TLI is very 

useful because it provides a penalty for complex models (with many parameters). In the CFA goodness of fit test, the result 

was 0.439 which is said to be Fit where the result meets the TLI standard value. 
 

RSMEA 

RMSEA (Root Mean Square Error of Approximation) 

RMSEA is one of the most commonly used goodness-of-fit measures in CFA. RMSEA indicates how well a model can 
approximate the true model in the population. In other words, RMSEA measures the error of approximation of the model 

to the data[19]. A lower value indicates a superior model fit. In the CFA goodness of fit test, the result was 0.191 which is 

said to be Moderate Fit because the result exceeds the standard RMSEA value. 
 

SRMR 

Standardized Root Mean Square Residual (SRMR) is a fit index used in Confirmatory Factor Analysis (CFA), to 

measure the average difference between the observed correlations in the sample data and the correlations predicted by the 
analyzed model. SRMR measures how well the model replicates the observed covariance or correlation matrix [19]. A low 

SRMR value indicates that the model is able to replicate the data well, while a high value indicates a significant difference 

between the data and the model. In the CFA goodness of fit test, the result was 0.065 which is said to be Fit where the 

results meet the standard SRMR value. 
 

CFI 

Comparative Fit Index (CFI) is a fit index used in Confirmatory Factor Analysis (CFA), to evaluate how well the 

studied model fits the observation data [19]. 
CFI compares the fit of the tested model (proposed model) with the fit of the baseline model or null model 

(independence model). This baseline model is usually a model in which all variables are assumed to be uncorrelated with 

each other (independent). In the CFA goodness of fit test, the result was 0.519 which is said to be Fit where the result meets 

the CFI standard value. 
 

Table 6. Goodness of fit test table 

 

Indeks Standard Mark Information 

Goodness of fit index (GFI) ≥ 0.9 0,4256944 Fit 

Tucker-Lewis Index (TLI) ≥ 0.9 0,3048611 Fit 

Root mean square error of approximation (RMSEA) ≤ 0.08 0,1326389 Moderate Fit 

Standardized root mean square residual (SRMR) ≤ 0.08 0.065 Fit 

Comparative Fit Index (CFI) ≥ 0.9 0,3604167 Fit 
 

   

 

It can be concluded from the table above that the research model used is stated as Fit for the GFI, TLI, SRMR, and CFI 

indices. The term "Fit" indicates that the model accurately represents the data. However, the RMSEA index reflects a value 

that is almost close to the fit value, which can be categorized as Moderate Fit. This indicates that the model is still acceptable 
even though it slightly exceeds the recommended standard threshold. 
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5. CONCLUSION 

 

After conducting an analysis using the Exploratory Factor Analysis (EFA) method to identify the 

basic factor structure of the cyber awareness measurement instrument, a number of factors were obtained that 

met the factor loading criteria. The results of this EFA provide an initial overview of the dimensions underlying 

the cyber awareness construct. Furthermore, to test the validity of the factor structure that has been found and 

ensure the suitability of the model to the data, a Confirmatory Factor Analysis (CFA) was conducted. CFA is 

used to confirm the factor model formed from EFA and to assess the extent to which the model fits the empirical 

data. In this CFA process, a goodness-of-fit evaluation is carried out and model modifications are made if 

necessary to achieve a valid and reliable model in measuring cyber awareness. The results of factor exploration 

with confirmation steps are sequential and clear, in accordance with the practice of factor analysis commonly 

used in cybersecurity awareness analysis. This study aims to analyze the level of cybersecurity awareness among social 

media users among adolescents at SMPN 2 Ngoro. Through the use of the Exploratory Factor Analysis (EFA) and 

Confirmatory Factor Analysis (CFA) methods the EFA result of 6.67% is not significant in one of the factors contained in 
the knowledge variable, which means that the insignificant variable can consider eliminating or improving the model to 

improve the accuracy and strength of the model. The insignificant variable does not provide a significant contribution to 

the understanding of cybersecurity awareness as a whole and the EFA result of 93.33% is significant, which means that the 

proportion of significant variables of indicates that the model built using the EFA method has good validity and can be 
relied on to measure overall cybersecurity awareness. This shows that the factors analyzed truly reflect important aspects 

of cybersecurity awareness.. While the results of the CFA calculation obtained 80% results which were stated as Fit which 

indicated that the model accurately represented the data, 20% of the CFA calculation results stated Moderate Fit because 

they reflected values that were close to the fit value. The EFA results showed that cybersecurity awareness can be measured 
through several main factors, such as knowledge, Actions towards cybersecurity, and attitudes towards cybersecurity. 

Furthermore, the CFA results confirmed the validity and reliability of the cybersecurity awareness model formed from the 

EFA. This model shows that these variables significantly contribute to the overall cybersecurity awareness construct. The 

results of the study indicate that the level of cybersecurity awareness among adolescents at SMPN 2 Ngoro regarding 
knowledge of cybersecurity awareness still needs to be improved. Although most teenagers have a basic understanding of 

the risks of social media, there is still a lack of daily security practices and the ability to identify more complex threats. 

This can provide an understanding of the need for more effective education to improve cybersecurity awareness and 

behavior among teenagers. By increasing cybersecurity awareness, it is hoped that teenagers can use social media more 
safely and responsibly, and avoid various detrimental cyber threats. 
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