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Email remains a primary communication channel across academic,
professional, governmental, and personal domains. Despite its
widespread adoption, conventional email infrastructure continues to
exhibit fundamental security vulnerabilities, including susceptibility
to phishing attacks, message interception, identity spoofing, and
unintended data disclosure. Although Transport Layer Security (TLS)
has become the de facto standard for securing email transmission, its
protection is confined to the transport layer and does not extend to
message content stored on mail servers or processed by third-party
providers. This study evaluate the effectiveness of OpenPGP-based
end-to-end encryption on Mozilla Thunderbird in overcoming security
limitations of transport-layer-only protection, with specific focus on
confidentiality, integrity, authentication, payload visibility, and
transmission overhead. The research employs a comparative
experimental design, contrasting standard TLS-only communication
against OpenPGP-encrypted communication across multiple message
size scenarios using packet-level analysis via Wireshark. Evaluation
parameters encompass confidentiality, message integrity, sender
authentication, payload visibility in TCP stream analysis, and
transmission overhead across varied email payloads. The results
demonstrate that while TLS-only communication exposes SMTP
metadata during packet inspection, OpenPGP transforms email
content into high-entropy ASCII-armored ciphertext that resists direct
interpretation even under deep packet inspection. Furthermore,
cryptographic digital signatures successfully verified sender identity
and ensured message integrity across all tested scenarios. Although
OpenPGP introduces measurable transmission overhead averaging
approximately 117% depending on message size, this overhead
remained consistent and did not impede message delivery, suggesting
that the encryption cost is manageable within modern email
infrastructure. These findings establish OpenPGP as a robust and
practical solution for enhancing end-to-end email security.
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1. INTRODUCTION

Electronic mail (e-mail) has solidified its position as an irreplaceable digital communication
infrastructure across various sectors, ranging from academia, corporations, and government institutions to daily
personal communication. The consistently increasing intensity of email usage is directly proportional to the
escalation of cybersecurity threats that utilize this communication channel as a primary attack vector. Various
security reports indicate that email-based attacks, such as phishing, spoofing, interception, and unauthorized
access, continue to dominate the global cyber threat landscape. Although major email services provider like
Gmail, Outlook, Proton, and Fastmail enforce TLS by default to protect traffic data in transit, this transport-
layer protection does not protect the content of message stored on mail servers or processed by service
operators, leaving users email data exposed to server-side access and third-party data processing [1], [2], [3].
End-to-end encryption (E2EE) of message content at rest therefore remains absent in most mainstream email
deployments, creating a persistent gap in comprehensive email security.

The most commonly implemented security mechanism in current email services is Transport Layer
Security (TLS). TLS provides an encrypted communication channel between the client and the email server,
but the scope of its protection is inherently limited to the transport layer. The consequence of this limitation is
that message content can still be processed, analyzed, and even accessed by email server operators and third-
party service providers when the data is at rest. Furthermore, the increasingly massive adoption of TLS and
HTTPS is actually being exploited by cybercriminals to provide false legitimacy to their fraudulent services,
making phishing attacks increasingly difficult for lay users to detect. A more serious threat emerges in the form
of store now, decrypt later attacks, which collect encrypted data today with the intention of decrypting it in the
future using more advanced computational capabilities, including quantum computers [3], [4], [5], [6]-

One cryptographic approach proven effective in overcoming the limitations of TLS is Open Pretty
Good Privacy (OpenPGP). Unlike TLS, which only secures the transmission path, OpenPGP implements
public-key cryptography-based encryption, ensuring that message content can only be accessed by parties
possessing the appropriate cryptographic keys, without relying on the level of trust in the server operator. In
addition to ensuring confidentiality through asymmetric encryption, OpenPGP integrates a digital signature
mechanism to validate message integrity and cryptographically authenticate the sender's identity. Support for
the ASCII armored format in OpenPGP allows encrypted payloads to be transmitted through conventional
email infrastructure without requiring modifications to the underlying protocols [7], [8], [9], [10], [11].

Several previous studies have investigated various security aspects of encryption-based email
communication. Research on encrypted cloud email demonstrates that implementing forward secrecy
significantly reduces the risk of data leaks in cloud-based services. Other research has developed a quantum-
resistant secure messaging framework in response to the quantum computing threat to classical cryptographic
systems. Several studies have also explored the combination of RSA, AES, and digital signature algorithms to
strengthen authentication and protect sensitive data in electronic communication systems [6], [12], [13], [14],
[15].

Nevertheless, the practical implementation of OpenPGP still faces various unresolved challenges.
Aspects of usability, public key management, and cross-platform interoperability remain major hurdles limiting
the widespread adoption of this technology. On the technical side, some studies have identified specific
vulnerabilities in OpenPGP implementations, such as key overwriting attacks and weaknesses in the ElGamal
algorithm implementation in certain versions. Despite the growing of research on encrypted communication,
significant gaps remain. First, most prior studies evaluate OpenPGP theoretically or under single-condition
experiments, without systematically varying message size to assess how payload scale affects encryption
behavior and overhead [8], [9]. Second, few studies combine quantitative packet-level analysis via network
capture tools with a multi-parameter security evaluation encompassing confidentiality, integrity,
authentication, and payload visibility simultaneously [16]. Third, while vulnerabilities in specific OpenPGP
implementations have been identified [17], [18], the practical security characteristics of OpenPGP under real-
world SMTP/IMAP traffic conditions using current client software remain underexplored. This study addresses
these three gaps by conducting a multi-scenario empirical evaluation using Wireshark-based packet capture on
Mozilla Thunderbird across three message size categories.

Based on the identification of these research gaps, this study proposes an empirical evaluation of email
communication security through the implementation of OpenPGP on Mozilla Thunderbird, using a network
packet analysis approach with Wireshark. This research develops a more comprehensive evaluation framework
compared to previous studies by conducting tests on three different message size scenarios (small, medium,
and large) and quantitatively analyzing transmission payload characteristics, TCP stream structures, and
transmission overhead changes. This multi-scenario approach enables a more valid generalization of findings
and can serve as a practical reference in developing secure email communication systems [9], [16].

The main contributions of this research encompass three aspects. First, an empirical evaluation of
OpenPGP effectiveness through direct observation of encrypted payloads in real network traffic with varying
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message sizes. Second, a quantitative analysis of the transmission overhead generated by OpenPGP
implementation under various message conditions. Third, a comprehensive comparison between standard TLS-
based email communication and OpenPGP end-to-end encryption in terms of confidentiality, integrity,
authentication, and payload visibility. The results of this study are expected to contribute to a deeper
understanding of advanced email security implementation and serve as an empirical reference for developers
of digital communication systems oriented toward data privacy and security.
2. METHOD

This study adopted a comparative experimental design utilizing an applied cybersecurity approach to
evaluate the effectiveness of the OpenPGP-based end-to-end encryption mechanism on Mozilla Thunderbird.
The comparative design was selected because it enables direct measurement of differences in security
characteristics between two distinct communication conditions: standard TLS-based email and OpenPGP-
encrypted email, within a controlled network environment. Network traffic observation was conducted through
packet capture using Wireshark, allowing for an in-depth analysis of the payload structure, encryption and
decryption processes, and digital signature validation across each test scenario [8], [9], [10], [15].

2.1. Research Methodology Flowchart

The research stages were systematically structured, ranging from the preparation of the experimental
environment to the evaluation of email communication security. The initial stage encompassed the
configuration of hardware, software, and email accounts utilized during the experiment. Mozilla Thunderbird
was selected as the email client because it natively supports OpenPGP implementation without requiring
additional plugins, thereby minimizing configurational variables that could affect the test results. The
configuration of SMTP and IMAP protocols was conducted through the Gmail service to support the process
of sending and receiving electronic messages under actual production email service conditions [16]. The
research workflow utilized in the implementation and testing processes is illustrated in Figure 1.

FLOWCHART METODOLOGI PENELITIAN

MULA)
.
Pos bt mame | svghongan Pareition

M ap b T a1 LA vears e wbn e

}

Tabap
Foosiagaen
.
Impinnertan

Sarfiguiasl Membaat Thvmhels
Sty WAAS BATTH dat mbmgras (et

i

Perttaatan OpeeiGF Kay

Motof s ayon oo by e pewern hog

|
'

Pembustes Musie Key
@R Veryer dor e pyue v boy e pmeagy .
i
i S — 4
ﬂ Porgupan Gvsil Tangs OpaaiGP a Pemgrgon Fvval OpurPCP

L
Ve g ?

Mo grwe omad bhtes Lo dnat|
oy oot gu
gt gt e
P
Tohoe

Pergigian \/ v
Pachot Captios Nt Enorppenet Pachet Capturs Ererypres
aranghiag pale! sengped or Mor oyt os i ol ewng ponsber

e Weean

7
Analuis Wireshark das TCP Suwem
Al prrsnind TAITR TUTL it TCP Bamen
P ]
.
[vauru Seananer
[ Tt o TR
N T

Tatap O

Acalen &
Evaluasl +

Araiis Overtont Komarnb el
e i ey
e v bmaa A wad Oy PO

B e
i el A T T

'
SELESA!

Figure 1. Research Methodology Flowchart
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2.2. Email Communication System Architecture with OpenPGP

The system architecture developed in this study comprised two user entities, a sender and a recipient,
each operating Mozilla Thunderbird as an email client. Message exchange was conducted via the Gmail Server
using the SMTP protocol for transmission and IMAP for retrieval, both of which were secured at the transport
layer by TLS. On top of this TLS mechanism, OpenPGP was implemented as an additional security layer that
operated independently of the server infrastructure [7].

ARSITEXTUR SISTEM KOMUNIKASI EMAIL DENGAN OPENPGP
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Figure 2. Email Communication System Architecture with OpenPGP

On the sender's side, the message encryption process was performed using the recipient's previously
exchanged public key, while the digital signature was generated using the sender's private key. This mechanism
ensured that only the recipient possessing the corresponding private key could decrypt the message, while
simultaneously enabling the verification of message authenticity and integrity through digital signature
validation. The encrypted payload was generated in the ASCII armored format (.asc), which maintained
compatibility with conventional email infrastructure [7], [19].

Although the connection between Thunderbird and the Gmail Server remained protected by TLSv1.2
or TLSv1.3 at the transport layer, this protection did not extend to the message content stored on the server.
The OpenPGP implementation emerged as a solution to bridge this gap by encrypting the message content
prior to transmission, ensuring that the payload could not be interpreted even by email server operators [18],
[20], [21].

2.3. Experimental Environment
Table 1 summarizes the specifications of the experimental environment utilized during the
experiment.
Table 1. Experimental Environtment

No Component Specification
1 Operating System Windows 11
2 Email Client Mozilla Thunderbird
3 Email Provider Gmail
4 Encryption Mechanism OpenPGP
5 Cryptographic Algorithm RSA 4096-bit
6 Network Analyzer Wireshark
7 Email Protocols IMAP dan SMTP
8 Transport Security TLSv1.2 /TLSv1.3
9 Connection Media Wi-Fi

2.4. Testing Scenarios
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This study designed three testing scenarios encompassing variations in message size to obtain a more
representative overview of the security characteristics and transmission overhead of OpenPGP. Each scenario
was repeated three times to ensure consistency of results and minimize the impact of network fluctuations on
the measurement data.

2.4.1. Email Testing Without OpenPGP

The baseline scenario was conducted using standard Gmail configuration via Mozilla Thunderbird
without activating the OpenPGP feature or digital signature. This test aimed to establish the reference
characteristics of email communication protected only by TLS, which included communication stream size,
metadata visibility, and payload patterns across three different message sizes: short messages (=1 kB), medium
messages (£5 kB), and long messages (10 kB) [3], [5], [21].

2.4.2. Email Testing Using OpenPGP

The second scenario implemented OpenPGP by simultaneously enabling encryption, subject
encryption, and digital signature. The test was conducted on three message sizes identical to the baseline
scenario to enable direct comparison. This multi-size approach provided more comprehensive data regarding
transmission overhead patterns and encryption effectiveness under various message load conditions [22], [23].

2.5. Security Evaluation Parameters

The evaluation of email communication security in this study was based on five primary parameters

reflecting information security dimensions relevant to the email communication context:

- Confidentiality: The ability of OpenPGP to protect message content so that it could only be
accessed by the recipient possessing the corresponding private key, evaluated through payload
visibility analysis within the TCP stream.

- Integrity: The ability of the digital signature mechanism to detect any modification of message
content during the transmission process, evaluated through signature validation testing on the
recipient's side.

- Authentication: The ability of OpenPGP to cryptographically verify the sender's identity through
a digital signature mechanism based on asymmetric key pairs.

- Payload Visibility: The readability level of message content during network packet analysis,
compared between conditions with and without OpenPGP implementation.

- Transmission Overhead: The increase in communication stream size resulting from the
encryption process and digital signature generation, calculated using the following equation:

Overhead(%) = Size with OpenPGP — Size without OpenPGP X 100% !
vereadlso) = Size without OpenPGP ? M

3.  RESULTS AND DISCUSSION
3.1. Results of OpenPGP Implementation on Mozilla Thunderbird

The OpenPGP implementation was successfully configured on Mozilla Thunderbird via the built-in
End-to-End Encryption feature, utilizing an RSA 4096-bit key pair generated independently by each user. The
selection of the RSA 4096-bit key length was based on the consideration that it provides a significantly higher
level of security compared to the commonly used RSA 2048-bit, while maintaining full compatibility with
standard OpenPGP implementations. Upon completion of the configuration process, the system successfully
activated the encryption and digital signature mechanisms automatically during each message transmission
session.
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Figure 3. OpenPGP configuration on sender and recipient accounts using Mozilla Thunderbird

Figure 3 illustrates the OpenPGP configuration interface on Thunderbird, displaying the key ID,
fingerprint, and key validity period information for both involved accounts. The success of this integration
confirms that Mozilla Thunderbird provides a functional end-to-end encryption infrastructure without requiring
external plugin configuration, which directly reduces adoption complexity for end users.

3.2. Packet Capture Results of Email Without OpenPGP

The baseline testing was conducted on three message sizes: short (+£1 kB), medium (+5 kB), and long
(10 kB), using the standard Gmail configuration without OpenPGP. During transmission, network traffic was
recorded using Wireshark via an active Wi-Fi interface with SMTP, IMAP, and TLS filters.

iw. TLSv1.2 1953 Client Hello (SNI=smtp.gmail.com)

Figure 4. Packet capture of TLS-based email communication without OpenPGP

The analysis results across all three message size scenarios demonstrated a consistent pattern:
although TLSv1.2/TLSv1.3 protected the payload content during transit, the TLS negotiation process via the
Client Hello packet still exposed communication metadata, such as sender and recipient addresses, and SMTP
session characteristics that could be identified through TCP stream analysis. This condition confirms that TLS
alone is insufficient to protect the contextual information of email communication from packet inspection
processes.

3.3. Digital Signature Verification Results

Testing of the digital signature mechanism was conducted to evaluate OpenPGP's ability to verify the
sender's identity and ensure message integrity. Thunderbird automatically validated the digital signature using
the sender's public key stored in the recipient's local keyring.
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Figure 5. Authentication verification and digital signature validation on Mozilla Thunderbird using OpenPGP
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Figure 6. OpenPGP email payload decryption process on the recipient's side

In all testing scenarios, the valid signature status was successfully confirmed, indicating that the
message content underwent no modification during the transmission process and the sender's identity was
cryptographically validated. These results demonstrate the reliability of the OpenPGP authentication
mechanism under actual email communication conditions via the Gmail infrastructure.
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3.4. Packet Capture Results of Email Using OpenPGP

Testing with OpenPGP enabled resulted in a significant alteration of the communication payload
characteristics compared to the baseline condition. TCP stream analysis revealed that the entire message
content had transformed into ciphertext in the ASCII armored format, rendering it uninterpretable directly
through standard packet inspection processes.

:. TLSv1.3 2508 Client Hello (SNI=smtp.gmail.com)

Figure 7. Packet capture of email communication using OpenPGP end-to-end encryption
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Figure 8. ASCII armored ciphertext structure of OpenPGP in the encrypted email payload

The high-entropy ciphertext characteristics generated by OpenPGP did not display explicit plaintext
SMTP structures or message metadata. The presence of the PGP encrypted message block in the payload
confirmed the successful implementation of end-to-end encryption. This pattern was consistent across all tested
message size scenarios, indicating that the effectiveness of OpenPGP encryption is independent of the
transmitted payload size.
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Figure 9. OpenPGP encrypted email payload in ASCII armored attachment format
Figure 9 shows the encrypted email payload sent in the ASCII armored ciphertext format via the Gmail
service. The encrypted file appeared as an .asc attachment that could not be read without the decryption process
using the recipient's private key.
3.5. Transmission Overhead Analysis Results
The transmission overhead evaluation was conducted by comparing the email communication stream

sizes before and after the implementation of OpenPGP.

Table 2. Transmission Overhead Comparison

No Message Scenario Size Without OpenPGP  Size With OpenPGP  Overhead (%)
1 Short Message (+1 kB) 1.0kB 2.1 kB 110%
2 Medium Message (5 kB) 5.0kB 11.0kB 120%
3 Long Message (£10 kB) 10.0 kB 22.0 kB 120%
Average Overhead 117%

l Journal of Electrical Engineering and Computer (JEECOM), Vol. 8, No. 1, April 2026



303
Journal of Electrical Engineering and Computer (JEECOM)

The communication stream size was obtained via the Follow TCP Stream feature in Wireshark based
on the total SMTP/TLS communication payload.

22528 bytes — 10240 bytes
Overhead(%) = 10240 bytes X 100% = 120% 2

The data in Table 2 indicate that the transmission overhead generated by the OpenPGP implementation
ranged from 110% to 120%, with an average of approximately 117%. This increase in payload size is a direct
consequence of the encryption process, Base64 encoding in the ASCII armored format, and the addition of the
digital signature structure. It is important to note that this overhead is relatively constant relative to the message
size (not increasing proportionally), indicating that the majority of the overhead stems from the fixed costs of
the encryption process and digital signature generation.

Based on the implementation results and packet capture analysis, several differences in security
characteristics were identified between standard TLS-based email communication and email communication
utilizing OpenPGP. A summary of the security evaluation results is presented in Table 3.

Table 3. Summary of Security Evaluation

No Parameter Standard TLS OpenPGP

1 Confidentiality Limited to transport layer End-to-end encryption

2 Integrity No cryptographic verification ~ RSA 4096-bit digital signature
3 Authentication Server-dependent Cryptographic key verification
4 Payload Visibility SMTP metadata visible High-entropy ciphertext

5  TCP Stream Analysis Partial information observable Payload uninterpretable

6  Message Protection During transmission Before and during transmission
7  Transmission Overhead Minimal 110%—-120% (average ~117%)

The evaluation results demonstrate that the OpenPGP implementation provides a significant
enhancement to the aspects of confidentiality, integrity, and authentication compared to standard email
communication that solely relies on TLS at the transport layer. Although it generates a higher transmission
overhead, the end-to-end encryption mechanism is capable of providing stronger payload protection against
interception processes and unauthorized access.

3.6. Discussion

The findings of this study confirm and simultaneously expand upon the results of previous studies
regarding the effectiveness of OpenPGP in enhancing email communication security. Unlike previous research,
which generally focused on theoretical aspects or testing under a single condition, this study presents more
comprehensive empirical evidence through a multi-scenario evaluation encompassing variations in message
size. The implementation of OpenPGP on Mozilla Thunderbird using an RSA 4096-bit key was proven to
consistently enhance three primary security dimensions: confidentiality, integrity, and authentication, across
all testing conditions conducted. These findings align with research on the effectiveness of end-to-end
encryption in reducing the risk of data interception in digital communication systems [7], [9], [21].

One of the most significant findings of this study is the fundamental limitation of TLS in protecting
email communication metadata. TCP stream analysis under baseline conditions demonstrated that although the
payload content could not be read directly, the TLS negotiation process via the Client Hello packet still exposed
contextual information such as sender and recipient identities, as well as SMTP session characteristics. This
finding is more specific than the general claims in the literature, which merely state that TLS is 'not entirely
secure,' because this study concretely identifies the types of information that remain observable through packet
inspection. Conversely, the OpenPGP implementation effectively neutralizes this risk by transforming the
entire payload into high-entropy ciphertext that reveals no structural information to network observers [5],
[20], [23].

The successful validation of the digital signature across all test scenarios demonstrates the reliability
of the OpenPGP authentication mechanism under actual production email communication conditions. This
aspect holds significant practical implications: in the context of organizational communication, the ability to
cryptographically verify sender authenticity and message integrity without relying on trust in third-party
infrastructure represents a fundamental security improvement over server-based authentication mechanisms,
which are vulnerable to server-side compromise. These results reinforce the findings of previous studies
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asserting the effectiveness of asymmetric cryptography-based digital signatures in supporting non-repudiation
and integrity verification in electronic communication [10], [21].

The transmission overhead analysis across various message sizes yielded a more nuanced insight
compared to previous studies, which generally only reported a single overhead value. The overhead range of
110%—-120% discovered in this study was relatively consistent across message sizes, indicating that the largest
component of the overhead stems from the fixed costs of the encryption process and digital signature
generation, rather than the payload size itself. From a practical perspective, this level of overhead remains
within acceptable limits for modern email communication, considering that the increase in average internet
network bandwidth far exceeds the resulting increase in payload size. This finding is consistent with
assessments from previous research that the application of modern cryptographic mechanisms generates
overhead that is proportional to the security benefits obtained [15], [24], [25].

This study also identifies several limitations that must be explicitly acknowledged. First, the
experiment was limited to a single combination of email client (Mozilla Thunderbird) and email provider
(Gmail) on a controlled Wi-Fi network; thus, generalizing the findings to different platforms and network
infrastructures requires further investigation. Second, the evaluation did not include direct measurements of
computational latency, CPU utilization, and memory consumption, which are crucial dimensions of
cryptographic implementation overhead. Third, usability aspects and user experience in managing
cryptographic keys were not quantitatively measured, although the literature identifies this dimension as a
critical factor in OpenPGP adoption [8], [17], [18].

From a broader perspective, the implementation of OpenPGP-based end-to-end encryption supports
the principle of privacy by design within digital communication infrastructure. However, it must be
acknowledged that the use of encrypted payloads also creates challenges for digital forensics processes and
network security monitoring, as communication content cannot be inspected without the appropriate decryption
key. This tension between user privacy and security monitoring needs is an issue requiring careful policy
consideration beyond the merely technical scope [19], [22].

Moving forward, several promising research directions include: the integration of OpenPGP with post-
quantum cryptography algorithms such as CRYSTALS-Kyber or CRYSTALS-Dilithium to counter the threat
of quantum computing; usability evaluation through structured user studies; and interoperability testing across
various email clients and platforms. Future research could also be expanded to encompass simulations of active
attack scenarios, such as man-in-the-middle attacks, to validate the resilience of OpenPGP implementation
under more realistic threat conditions [6], [17], [18], [26], [27].

4. CONCLUSION

This study successfully evaluated an OpenPGP-based end-to-end encryption mechanism on Mozilla
Thunderbird, demonstrating its ability to secure email communication more effectively than standard TLS.
Packet-level analysis using Wireshark confirmed that OpenPGP reliably transforms the entire payload into
uninterpretable high-entropy ciphertext, the integrated digital signature mechanism consistently verified
message authenticity and integrity by confirming possession of the sender’s private key across all tested
message sizes. Although the implementation introduced an average transmission overhead of approximately
117% due to the fixed costs of encryption and digital signature processes, the observed increase did not prevent
successful message delivery across all experimental scenarios, indicating its feasibility within modern email
infrastructure. Overall, OpenPGP serves as a highly effective and practical solution for enhancing email
security, with future research recommended to explore post-quantum cryptography integration, usability across
diverse user populations, and interoperability among various email platforms.
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